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Abstract

As large machine learning (ML) providers adopt model cards to
document how models are trained, the question becomes: how can a
verifier be sure that a card is honest? Prior work such as Laminator
shows how a trusted execution environment (TEE) can produce a
proof-of-training (PoT) artifact for a single node, attesting that its
output model was trained on a specific dataset, architecture, and
configuration. Modern training pipelines, however, are distributed
and data-parallel.

In this work we ask whether these single-node restrictions can
be lifted to attest a distributed setting: if each individual node can
attest that it behaved correctly, can we safely conclude that the whole
system behaved correctly? Our key idea is to treat each worker as a
Laminator-style prover and to run a coordinator inside a TEE that
verifies worker PoT digests and aggregates their updates. Since the
coordinator’s code is itself remotely attested, an external verifier
only needs to trust the coordinator enclave; the distributed training
job then collapses to a single PoT artifact stating that, if every node
followed its attested code, the final model was trained as claimed
or else the artifact fails to verify.

We implement this protocol using PyTorch and a Docker-based
TEE emulation, and evaluate it on data-parallel training over the
CENSUS dataset. In our CPU-only prototype, attested runs incur
a 2.2-3.1x slowdown (120-214% overhead) compared to an unat-
tested baseline, with overhead scaling approximately linearly in
the number of workers and epochs.
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1 Introduction

Every day, more and more ML models are being used for high-
stakes applications such as résumé screening, medical diagnosis
and autonomous driving [8]. However, the outputs of these models
are governed by their training process and their training data [8].
Previous models have been shown to be racist, sexist, and otherwise
unfairly biased due to the oversights of model providers [5, 8-
10, 20, 27]. This has led to increased concerns about how these
models are trained, and whether the model providers can be trusted
[20].

Because of these concerns, many regulations have been created
to make model providers accountable for their models [7, 11, 14, 18,
31]. To give transparency, some providers have embraced the use
of model cards [24] and datasheets to disclose details about their
models, which are then verified through a trusted entity.
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For models trained and run inside trusted execution environ-
ments (TEEs) [23], it is possible to use remote attestation mecha-
nisms such as Laminator [13] to prove, or attest, model properties
to a verifier. This is tremendously useful to a model provider who
wants to prove the authenticity of their model’s behavior and train-
ing process to an auditor or prospective customer.

Distributed training is commonly used for training of large lan-
guage models. A limitation of Laminator is that, due to the required
isolation properties of TEEs [23], distributed training is not sup-
ported with property attestation. In this work, we address the ques-
tion: can we generate a verifiable proof-of-training artifact
for data-parallel distributed training using TEEs, with ac-
ceptable overhead and security guarantees comparable to
single-node systems such as Laminator?

We claim the following contributions:

e A DISTRIBUTED ATTESTATION PROTOTYPE! for creating proof-
of-training attestations with data-parallel training.

e A protocol to combine and attest the behavior of data-distributed
ML worker nodes.

e An evaluation of our prototype showing that, compared to
a baseline without attestation, proof-of-training overhead
increases computation time by 120% to 214% depending on
the number of trained epochs and distributed workers.

2 Background

In which we describe the current state-of-the-art for property at-
testation (Section 2.1), the Laminator framework (Section 2.2), and
distributed ML (Section 2.3).

2.1 State-of-the-Art

Some prior approaches to verifying model properties include zero-
knowledge proofs (ZKPs) [15], and secure multiparty computation
(MPC) [12]. However, each of these approaches has limitations.

ZKPs support multiple verifiers, but are very overhead-intensive
[15]. As an example, one such zero-knowledge proof of training
protocol has ~ 4200X computational overhead compared to training
without the ZKP protocol. In addition, ZKPs only support properties
that are specifically adapted to the ZKP scheme [15]. This is a
prohibitive limitation when it comes to deployment in machine
learning pipelines.

Secure multiparty computation has the severe limitation of re-
quiring online interactions between provers and verifiers during
verification. In addition, retraining the model is required for every
verification [12]. This makes such a system nearly useless for model
providers who want to verify model properties to many verifiers.

1Code: https://github.com/idilkara/laminator-distributed
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Verifiable model property cards were introduced in Laminator
[13], a framework that demonstrates binding claims to enclave mea-
surements in TEEs using Intel SGX [19]. This work demonstrated
that, given hardware with a TEE, almost any model property could
be attested to by several provers and verified offline by several
verifiers. However, Laminator is only demonstrated to work when
the entirety of model training happens on a single CPU with a
TEE. It does not consider vulnerabilities associated with passing
data across an untrusted network during training. This severely
limits utility in environments where model training is expected to
be distributed.

A closely related framework is PraaS [4], a system allowing
dataset owners to obtain verifiable proofs that their datasets satisfy
certain properties by utilising TEEs such as Intel SGX [19]. The main
difference between PraaS and Laminator is that PraaS focuses on
provable verification of dataset properties [4], whereas Laminator
supports provable attestations for datasets, proof of training, model
properties, and inference [13]. Similarly to Laminator, PraaS is
limited by the assumption that a proof must be generated in a
TEE, thus preventing proofs from being parallelized across several
CPUs/GPUs.

ExclaveFL [16] is a verifiable federated learning (FL) framework
that uses TEEs to generate signed execution statements describing
which code ran on which enclave and when. This provides end-
to-end traceability for auditors, but does not produce a compact,
verifiable attestation that binds the training data to the output
model.

Also in the domain of FL security is SLAPP [28], an approach to
prevent data poisoning in FL. SLAPP focuses on preventing mali-
cious FL participants from poisoning data or bypassing differential
privacy noise mechanisms by using stateful proofs of execution for
each update. It does not provide a single attestation that the entire
model was trained honestly.

A recent framework is Atlas [30], which is used to detect tam-
pering by verifying the ML lifecycle. Atlas focuses on providing
end-to-end model lifecycle transparency using provenance meta-
data and lineage metadata. Notably, Atlas assumes transparency
and verification services run inside TEEs (such as Laminator or
PraaS [4, 13]) are to be trusted. Atlas does not yet support dis-
tributed training across TEEs, and cites this as a possible extension
in their future work [30].

Work has also been done on Attestation of Distributed Appli-
cations using TEEs [29]. This protocol collects, merges, and veri-
fies attestation quotes from all participating components in a dis-
tributed system, allows for system-wide consistency checks, and is
technology-agnostic [29]. However, it is not tested on distributed
ML workloads.

To the best of our knowledge, there is no existing system that
produces a verifiable ML Proof-of-Training artifact for a distributed
training job that has low overhead and scalable verification.

2.2 Laminator Framework

TEEs [23] are useful for creating an environment isolated from
the operating system where trusted applications (TAs) can run
without fear of interference from a compromised operating sys-
tem or attackers. Useful properties of TEEs for property attestation
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Table 1: Summary of notations and their descriptions.

Notation Description
P Prover
v Verifier
Mar Model architecture
T Training configuration
MPTO? | Prover’s model to be attested
Dfrmv Prover’s training dataset
Z)f emu Prover’s test dataset
Dado Forbidden training dataset
h(-) Cryptographic hash function

include isolation, secure storage, and remote attestation [23]. Isola-
tion makes outside software unable to interfere with TA operation
or read TA internal state. Secure storage means persistent storage
available to TAs which cannot be interfered with by other software.
Remote attestation means the TA running within the TEE can prove
some aspect of its state to an external party.

Laminator [13] uses Intel’s Software Guard Extensions (SGX)
[19] for its TEEs (or enclaves). SGX enclaves have the useful prop-
erty where they can remotely attest their state by providing a quote.
In addition, Laminator makes use of Gramine Library OS [2] to
allow use of unmodified python scripts within an SGX enclave. This
allows for anything calculable by a python script to be attested to
using Laminator.

Proof of Training is one of the attestations described in Laminator
[13]. It allows a prover P to attest to a validator V that a model
M was trained on a dataset Z)frmv using model architecture Mg,
and training configuration 7. This Proof of Training ensures there
is no bait-and-switch where a model provider states their model
was trained on Z)‘tormv, when in fact it was trained on a disallowed
dataset D,g4,. For simplicity, we re-use the notation introduced in
Laminator with additions as needed (summarized in Table 1).

2.3 Distributed Training

Large ML models pose a problem where computation/memory de-
mands grow too large for processing with a single GPU. To address
this, several distributed ML training strategies have emerged. One
such strategy is data parallelism, where different subsets of training
data are ingested by the model on separate GPUs, then gradients are
averaged between GPUs [26]. Other parallelism strategies include
pipeline parallelism, tensor parallelism, and expert parallelism. In
our work, we focus on data parallelism for creation of a proof-of-
concept.

Distributed systems make property attestation more difficult in
several ways. First, having multiple nodes means separate property
attestations need to be computed for each. This creates a challenge
on how to combine these attestations into a single aggregate attes-
tation. In addition, attestations generated on subsequent epochs
need to be built on previous epoch attestations to ensure the model
was never switched out.

Some recent works on security guarantees for distributed ma-
chine learning include Atlas [30], ExclaveFL [16], and SLAPP [28],
all of which create traceability for verifiers to check a model was
trained correctly. These works all make use of TEEs to increase
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trustworthiness of nodes, and use a log or blockchain based setup
to create traceability.

3 The Challenge

In which we detail the adversary model, we consider (Section 3.1),
the challenge of aggregating outputs from nodes (Section 3.2), and
the desired properties of an ideal solution (Section 3.3).

3.1 Adversary Model

Our core challenge is that, in a distributed setting, each node can
be corrupted independently and all communication passes over an
untrusted network. We therefore need a protocol that lets a verifier
treat the whole distributed system as if it were a single honest node.
That is, one can verify that if the distributed system was asked to
run X, it cannot covertly run Y without detection.

A minimal trusted component such as a TEE is used to provide
functions and tools that other processes and components can lever-
age to enhance their security. In this context the TEE acts as a root
of trust.

The threat model used in Laminator is as follows:

o Adversary can be everywhere including Prover
o Code expected is correct and non-malicious

e Adversary cannot imitate a TEE’s signature

o Verifier is trusted

However, the surface area of a distributed system is much larger.
Thus, in addition to threats to Laminator, our distributed system
must function while relying on insecure network communication,
not trusting the OS, Network, Controller, or Workers.

Potential adversary capabilities are as follows:

(1) Dishonest Model Provider: If after the coordinator completes
the training and generates the final model and proof of train-
ing attestation, an adversary modifies it before the verifier
receives it, then the verifier will attempt to verify a tampered
model or property card.

(2) Compromised host OS: The computers on which the workers
or coordinator are running can be infected with malware
that performs adversarial actions.

o Controller node: The controller node can be infected out-
side the TEE to act maliciously by sending different train-
ing data than it is supposed to or by replacing the trained
model with its own at any stage.

o Byzantine worker: A worker can be compromised outside
the TEE, modifying the training data, initial weights, or
returned weights.

(3) Modified code within TEE: The controller or worker node
code can be modified before the enclave is initialized to
perform whatever actions the adversary wants inside the
TEE.

(4) Adversary in Network Communication: There could be an
adversary that eavesdrops on communication or acts as a
Man in the Middle (MITM), modifying the transmitted data.

The threat windows exploited by the adversaries can be chronolog-
ically split into the following:
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e Before Training: the worker or coordinator code can be
modified to perform a malicious action; The initial model
weights can be set to those of some existing model.

e During Training: Modification of Communication between
Coordinator and Worker: If an adversary is within the Worker
/ Coordinator process / OS / network, then they can change
any of the data being sent or replay a prior message.

o After Training: the coordinator can replace the final trained
model sent along with the training attestation proof.

¢ During Distribution: A malicious model distributor can
claim to be distributing the model attested by the ML prop-
erty card but be sending their own.

3.2 Aggregation Problem

At each epoch the coordinator sends a signed message contain-
ing model and training configurations (architecture, initial model
weights, training data, epoch number) as well as a shard of training
data to workers. After training on the received data, workers return
a signed message with hashes of their received inputs along with
the trained model.

Laminator’s [13] proof-of-training attestation gives whether a
given output model was trained using expected Mg, 7, and Z)frrov.
However, the assumption is that everything was trained securely
within a TEE. The assumption for our design will be that workers
act as Laminator nodes.

With every worker returning a proof of training at each step, we
wish to find a way to combine them to generate a final attestation
that all training was done correctly. A trivial solution is to keep a
log of all inputs and outputs at every step, but the cost of verifying
will be same as verifying each PoT generated at each epoch by each
worker. Thus, a desired property is for the final attestation size
and verification cost to be low compared to training time and cost.
Methods used in prior work include append-only logs, Merkle trees
[29], and incrementally verifiable computation schemes[3]. In our
design, we will use the remote attestation properties of Laminator
to avoid being forced to keep every log during training.

3.3 Desired Properties

We designed out system with practicality and correctness concerns
in mind, hence this system should ideally have the following prop-
erties.

¢ Soundness: If our protocol’s attestation artifact and model
passes verification, then the final model was must have been
trained with the expected Mg, 7, and Dfrmv, under the
assumption that the verifier is trusted and TEEs are secure.

o Completeness: If the final model was trained with the ex-
pected Mgy, 7, and Dfrmv, and the verifier is trusted and
TEEs are secure, then our protocol’s attestation artifact will
pass verification.

¢ Efficiency: The overhead of the attested distributed train-
ing is low when compared to distributed training without
attestation.

4 Design

We detail a formal algorithm (Section 4.1) to satisfy our (desired
properties), specify how the system’s components behave (Section



CS 858 Project Report, Dec. 9, 2025,

4.2), and describe how our design defends against the described
adversary model (Section 4.3).

4.1 System Overview

Key parts of our system are pictured in Figure 1. The coordinator
receives the training dataset, the training configurations, and the
model architecture as the input. Then sends out the training dataset
shards and the current model weights alongside the training config-
uration to the workers for them to compute one epoch of training.
After receiving the results, the coordinator verifies the workers’
attestations and aggregates the results received to update the model
weights. Once the training process is completed, the coordinator
sends out the final model alongside a model card containing the
PoT attestation. Throughout the process a Vrf array is used to keep
track of whether each step occurred correctly, and if something
went wrong then the array shows which worker misbehaved at
which epoch. A detailed algorithm can be found in Algorithm 1.
The training process can be split into three parts:

(1) Initialization:
The coordinator and workers initialize their TEE enclaves
which makes their code unmodifiable. The coordinator estab-
lishes a secure communication channel with each worker by
exchanging public keys and generating session nonce with
them. The coordinator initializes the model and verifies the
workers’ code matches the expected hash. If code matches
what’s expected, then the code within the workers’ TEEs
can be trusted to perform the expected actions. Otherwise
the coordinator writes to the Vrf array that the worker has
bad code and excludes that worker from training.

(2) Training Iteration:
At each iteration, the coordinator sends to the workers the
initial model weights, training configuration, and a dataset
shard. The workers’ hash their received input and train the
received model on their respective received dataset shards
and return a signed message containing the hashed input
and trained weights. Then, the coordinator verifies that the
signature came from the worker node, hashes match the sent
inputs, and the response is for correct epoch. If there isn’t a
problem then the returned weights are aggregated to create
the next iteration’s initial model. If a worker’s response is
bad, that gets written to the Vrf array.

(3) Post-Training and Verification:
Coordinator generates the final model and PoT which in-
cludes the training configuration, model architecture, hash
of the training dataset, and the Vrf array to indicate if a
worker has misbehaved or given a bad result during training.
A verifier can validate the model by checking the TEE status
of the coordinator and the hashed code, and comparing to
reference from trusted party such as the system adminis-
trator to ensure the training process was exactly what was
claimed. Once the verifier trusts the coordinator, the verifier
can check whether the model architecture, training configu-
ration, and the dataset hash match what is expected by the
system administrator. Finally, the verifier checks the verifi-
cation flags to see if anything went wrong during training. If
any of the components don’t match with hashes/signatures
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or a verification flag is invalid then the attestation is invalid
and model is rejected. Otherwise, the verifier knows the fi-
nal model has been correctly trained following the claimed
training configuration on the correct training data.
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Figure 1: System Diagram

Table 2: Notation and descriptions used in the protocol.

Symbol | Description

()¢ Epoch number.
()i, w data slice i and worker ID w.
;rw Subset of training data for epoch e, worker w.
Mar Model architecture.
ME Initial weights at epoch e.
MS, Trained weights returned by worker w.
T Training configuration (epochs, steps, seeds).
Vrf Verification flags for worker responses.
M Final trained model.

4.2 Node Types

There are 2 types of nodes in the system: the coordinator node and
worker nodes. The coordinator node distributes the training data
to the worker nodes and aggregates the trained weights returned.
The coordinator outputs the final model and the ML property card
which will be verified externally. The worker nodes are modeled
after the centralized Laminator[13] code to receive training data
and model specifications and train the model on the training data,
sending the resulting model weights back alongside a proof of
training which is a reduced version of the ML property card.
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Algorithm 1 Secure Distributed Training with TEE and Attestation.
Legend in Table 2

Initialization
Coordinator broadcasts public key + metadata.
Workers respond with public keys and identity information.
Establish secure encrypted channel.
Coordinator verifies worker code attestation.
if code attestation invalid for worker w then
Vrf[0][w] « BAD_WORKER_CODE

end if
Coordinator samples initial model weights using seed from 7"
Coordinator initializes attestation state with:

H(May), HM}, ), H(T)

init

Vrf[1:][:] « INCOMPLETE_ATTESTATION.

Training Loop
for each epoch e do

Coordinator (inside TEE):
Shuffle training data using seed.
Allocate DY, between workers
seed «— PRG(seed)
Coordinator sends (encrypted and signed):

Drr,s Mars M T, e
Worker (inside TEE):
Decrypt message.
Compute input hashes H(Dry,,), H(Ma,), HM ,,
Instantiate model with (M, MY, ;).
Train model on Dr, , following configuration 7.
Send back (encrypted and signed):

((H(Dry), HMar), HOME,). H(T), e ME,).
Coordinator verifies:
Validate signature, hashes, and epoch number.
if any check fails then

Vrfle][w] < BAD_WORKER_RESPONSE
else
Vrflel[w] «— GOOD_WORKER_RESPONSE

end if
Aggregate all good worker models:

), H(T),e.
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4.3 Addressing Vulnerabilities

(1) Dishonest Model Provider: The authenticity of a down-
loaded model can be verified using the hash of the model
provided in the attestation; thus it will be extremely difficult
(assumed impossible) for the adversary to find a model with
the same hash as the authentic model.

(2) Modification of Communication from Coordinator to
Worker: A compromised controller node, network adver-
sary, or compromised worker node can modify the data sent
from coordinator to worker. In this case the worker hashes
the modified inputs received within its TEE and trains on
them, then returns the resulting model. Hashing and hash
checking is done within the controller’s TEE thus any tam-
pering with the data will be detected due to the hashes not
matching or the signature being broken a posteriori.

(3) Modification of Communication from Worker to Coor-
dinator: A compromised controller node, network adversary,
or compromised worker node can modify the data sent from
worker to controller. In this case the worker signs the mes-
sage containing the hashes and model within its TEE then
sends to coordinator. The coordinator verifies the signature
before processing the data. If the message is modified the
signature will not be valid and the message can be flagged
as tampered with.

(4) Replay Attack: If a network or worker adversary re-send a
valid message from a previous epoch then the e value will
not match and coordinator will discard. As is the case if
coordinator message is replayed and worker generates a
response.

(5) Modified code files: Worker or Coordinator code can be
modified. If it is after enclave initialization then the TEE will
not allow it, if it is before then the enclave will be initialized
with the malicious code. Coordinator knows what code the
worker must have and checks that the workers” enclaves
are initialized with correct worker code using hash of code.
Verifier knows the Coordinator code and performs the code
hash verification.

METL — Avg( ME, Yw|Vrf[e][w] =GOOD_WORKER_RESPONSE).

init
end for

Post-Training Attestation

Coordinator generates final attestation including:
May, T H(Dry)
H(CODE_,orq) (TEE static code hash)
Vrf

External Verification

Verifier checks coordinator TEE status.

Validate H(CODE_,,,q) against trusted reference.

Validate dataset hash H(D7,) to reference from trusted data
source.

Validate configuration My,, 7 to reference from administrator.
Ensure all flags Vrf = GOOD_WORKER_RESPONSE.

Produce final model card.

The trust is extended from administrator/verifier to coordinator
to worker and misbehavior is caught in the same order. Coordi-
nator confirms that workers act correctly and verifier checks that
coordinator executes correctly.

5 Evaluation

In which we detail our physical implementation and constraints
(Section 5.1), show empirical evidence that our design correctly
thwarts attacks described in the adversary model (Section 5.2),
and compare performance with a baseline data-distributed setup
without our framework (Section 5.3)

To re-state, the goals for our design were to show that the proto-
col works to attest to data-distributed ML runs without tampering,
and show that the protocol rejects tampered-with runs. We also de-
sired to demonstrate a system that is efficient in terms of introduced
attestation overhead.
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5.1 Hardware and Implementation

Our prototype is implemented using PyTorch for data-parallel train-
ing. To mimic a cluster of trusted nodes with TEEs while allowing
for reproducible experiments, we run a CPU-only docker setup on
a Lenovo Legion 5 16IRX9 Windows PC with 32 GB RAM and an
Intel Core i7-14650HX CPU. Training was done using a CPU to
reduce complexity in comparing with the single-CPU Laminator
system.

Due to challenges in testing with SGX-enabled CPUs, to simulate
the TEEs with docker containers, we decided to simulate remote
attestation through container specific (RSA) digital signatures in-
stead. Moreover, we mimic a cluster of trusted nodes using a single
x86_64 Linux server in a CPU-only configuration and use Docker
containers to emulate a coordinator plus multiple worker nodes.

In this setup, each worker container runs one instance of the
training script, and the coordinator container is responsible for
dataset sharding, sending out tasks to the workers, performing
model aggregation, and attestation aggregation at each step. To
emulate Laminator’s [13] attestation scheme, each container has
a generated software key pair on startup, then signs its inputs
and outputs at each step in the process. The input for attestation
such as the training data and the model configurations is hashed
in the coordinator code as received as input, simulating the input
being hashed as it is loaded to TEE. Likewise, the worker node, as
it receives the message, hashes the inputs then runs the training
algorithm on the model specified by in the massage and training
data received, signing the input hashes and resulting model before
sending back to coordinator.

These digest + signature packages act analogously to attestations
generated in Laminator for the purposes of our implementation.
That is, the coordinator and the external verifier check these pack-
ages in the same way they would check SGX quotes were TEEs
implemented. This approach has drawbacks for performance evalu-
ation, such as not properly capturing enclave-specific costs. These
limitations are discussed further in Section 6.3.

Datasets and models. The datasets used to evaluate our frame-
work were drawn from the tabular dataset CENSUS [22], which
contains 48842 records each with 14 attributes from the 1994 US
Census database, the goal being to predict whether an individual
has annual income > $50,000 USD.

The models we train on this dataset are as follows:

e CENSUS-S: Small MLP model with one hidden layer of di-
mension [128], and

e CENSUS-L: Larger MLP model with four hidden layers of
dimension [128, 256, 512, 256] respectively.

We use mini-batch gradient descent with a fixed batch size and a
fixed learning rate. We use synchronous data parallelism with W €
{2,4, 8} workers and sweep the number of epochs E € {10, 50, 100}.
To test scalability, we vary the number of workers and epochs.

TEE-style attestation logic. In our implementation, each worker
signs a digest consisting of hashes of the model architecture Mg,
training configuration 7, its current data shard to train on, the
epoch counters, and the updated model parameters (see Section
4.1). The coordinator verifies worker signatures, aggregates worker
models by averaging parameters, and maintains an append-only log
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of per-step digests. At the end of training, the coordinator produces
a single proof-of-training artifact consisting of:

(1) Hashes of Mg, 7, and the full training dataset Z)frrov;

(2) A final attestation artifact which states whether the training
run was correctly executed without tampering using Mg,
T, and Dfrmv.

(3) Hash of coordinator code and static data to ensure the coor-
dinator code that was run matches the coordinator code the
verifier expects.

To verify, the external verifier re-executes the hashes and checks
signatures to validate the artifact for the distributed distributed
run. The reason this can be trusted without a chain of artifacts is
because, if the checks run in the coordinator were removed, these
changes would be reflected in the enclaves’ signature in a system
using TEEs.

5.2 Correctness Demonstrated

To show that ML property attestation can be done in a distributed
environment using data parallelism, we must show that any honest
execution produces a successful verification and and dishonest
execution fails to verify. In addition to the explanation provided in
Section 4.4, we conduct empirical tests using our implementation
to demonstrate this behavior.

Honest runs. In the honest configuration, all workers are ini-
tialized with the same architecture My, and configuration 77, the
coordinator partitions the expected dataset Z)frmv across workers,
and all nodes execute the unmodified attested training code. For
each of three independent runs we record:

o the final trained model parameters;
o the coordinator’s final attestation artifact; and
o the verifier’s decision.

In all honest runs, the verifier successfully checks the coordina-
tor’s output, recomputes the dataset hash from a trusted copy of
CENSUS-S, and validates. These runs demonstrate that our aggre-
gation logic does not introduce false negatives. That is, as long as
every worker behaves honestly and the coordinator’s code matches
the expected measurement, the verifier accepts.

Tampered runs. We then test four adversarial scenarios as fol-
lows:

(1) Model replacement. After training, the final model file
on disk is replaced with a randomly initialized model while
leaving the attestation artifact unchanged. At verification
time, the model hash derived from the supplied model no
longer matches the hash encoded in the artifact, and the
verifier rejects. This demonstrates protection against a model
bait-and-switch.

(2) Wrong dataset. We modify one worker’s configuration so
that it trains on an alternate dataset while still producing
signatures. The worker’s digest now contains a different
dataset hash; as a result, the signature sent to the coordinator
now differs from what coordinator should expect, had the
worker correctly trained on Z)frrou. The coordinator flags
the run as being tampered-with, and the verifier rejects. This
captures attempts by a worker to substitute training data.
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Figure 2: Pipeline breakdown for CENSUS-S and CENSUS-L
with W = 2 workers and E = 10 epochs. Bars show mean
over 5 runs; error bars are one standard deviation. Overhead
stickers state attested runs’ relative time increase over the
baseline. Only coordinator-side attestation overhead is sepa-
rately reported, meaning worker-side attestation overhead
is contained in Gradient (approx)

(3) Random worker model. We modify a worker so that it
discards the trained parameters and instead returns random
weights, still signing the digest with the original weights.
Because the digest binds the trained parameters, the signa-
ture sent to the coordinator no longer matches the model
weights sent with it. The coordinator the run as tampered,
and the verifier rejects. This demonstrates that a malicious
worker cannot inject arbitrary updates without detection.

(4) Controller replay. We simulate a malicious coordinator
(compromised OS) that reuses an old per-step worker proof
in a later epoch. The monotone counter and per-step indices
embedded in the worker digests now conflict with the global
epoch/step sequence encoded in the coordinator’s log. In
this case, one of two things happen. (1) The TEE-run code
is unmodified, and flags the run as tampered with, or (2),
the TEE-run code is modified, and the enclave signature no
longer matches that expected by the verifier. In either case,
the verifier detects that something went wrong and rejects
the proof.

Across all tampered runs, the verifier rejects the attestation ar-
tifact, either because the coordinator enclave code is unmodified
and correctly reports that something was modified, or because the
coordinator enclave code is modified and the enclave signature no
longer matches what the verifier expects. These results support our
claim that ML property attestation can be done in a data-distributed
ML pipeline.
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5.3 Comparison with Baseline

We now determine the overhead of distributed property attestation
compared to the cost of training. This is done by comparing our
attested pipeline against a baseline data-parallel training setup
without any attestation logic. The assumption for both the baseline
and attested runs is that payloads sent are encrypted, so encryption
overhead is present in both.

For both the CENSUS-S and CENSUS-L models we measure:

e handshake time (node initialization and key exchange);

e preprocessing time (loading and preprocessing the dataset);

e pure training time (forward + backward passes and parame-
ter averaging);

e attestation generation time (hashing and signing steps inside
the training loop, including envelope/hash verification and
coordinator signing); and

e report generation time (serializing the final proof-of-training
artifact).

All reported timings in this section are the mean over N = 5 runs;
error bars in the figures show one standard deviation.

5.3.1 Performance Overhead (Single Configuration). Our first per-
formance experiment fixes the number of workers to W = 2 and
the number of training epochs to E = 10 and compares:

o a data-parallel baseline without attestation, and
e the same configuration with our attested training pipeline
enabled.

We repeat this for both CENSUS-S and CENSUS-L.

Figure 2 shows a breakdown of the pipeline time for these four
runs. In both cases, we can see that the attestation incurs significant
overhead compared to the non-attested baseline, taking between
2.2X and 2.6X as long.

The stacked bars make it clear that the extra time comes mostly
from attestation work in the coordinator. The most dominant
coordinator-side work includes:

e Signing: time the coordinator spends signing outbound
tasks for workers
e Verifying: time the coordinator spends verifying incoming
worker response signatures and digests
e Hashing: time the coordinator spends hashing inputs, out-
puts, and tasks.
The remaining increase in Gradient (approx) comes from worker-
side attestation overhead.

5.3.2  Scalability Across Workers and Epochs. To study how attes-
tation time scales, we sweep the number of workers W € {2, 4, 8}
and epochs E € {10,50, 100} for the CENSUS-S model. For each
(W, E) pair, we measure the total training pipeline time with and
without attestation, again using the same components as above.

Formally, letting TVB}/’ g and Tv‘:‘,’  denote the times for baseline
and attested runs respectively, we compute
Txf‘/,E B Tvl?/,E

W.E

Figure 3 summarizes these results. Each subgraph shows one
(W, E) configuration with a baseline bar (left) and attested bar
(right), and a sticker reporting the absolute and relative increase.

Overheady (%) =
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Figure 3: CENSUS-S scalability for baseline vs. attested training across workers W € {2,4, 8} and epochs E € {10,50, 100}. Bars
show mean training pipeline time over 5 runs (one standard deviation error bars). Overhead stickers denote relative increase of
the attested pipeline over the baseline for each configuration.

From these results, it is evident that there is a roughly linear corre- 5.3.3  Memory Overhead. We quantify memory overhead in terms
lation between attestation overhead and the number of workers, as of the difference in size between the output artifacts for baseline
well as a roughly linear correlation between attestation overhead and attested runs. That is, the model alone for the baseline versus
and the number of epochs. This matches the implementation, as at- the model plus proof-of-training artifact for our framework. Table 3
testation logic in the implementation is performed on a per-worker, reports both absolute and relative memory overhead. As discussed
per-epoch basis. in Section 6.3, these numbers reflect our software-based emulation

Overall, these experiments show that our prototype incurs a sub- of Laminator-style attestations rather than true SGX quote sizes,
stantial constant-factor slowdown relative to an unattested baseline, but they still provide an estimate of the artifact size a verifier would
and that this slowdown grows with the number of workers because need to store.

each additional worker incurs its own per-epoch hashing and sign-
ing overhead. We discuss what this implies for a real TEEs-based
deployment, and how it might be optimized, in Section 6.5.
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Table 3: CENSUS-S memory usage of final weights and at-
testation artifacts for different scalability configurations.
Sizes are in KB (1 KB = 1024 bytes). Relative overhead is
Amem/|final_weights|.

E W hash_report report_sig final_weights Amem Amem/|final_weights|

(KB) (KB) (KB)  (KB) (%)
10 2 262.4 0.6 2495 136 5.4%
10 4 262.8 0.6 2495 139 5.6%
10 8 263.3 0.6 2495 144 5.8%
50 2 264.2 0.6 2496 152 6.1%
50 4 265.7 0.6 2496 16.6 6.7%
50 8 268.6 0.6 2496 196 7.8%
100 2 266.2 0.6 2496 172 6.9%
100 4 269.1 0.6 2496 201 8.1%
100 8 274.9 0.6 2496 26.0 10.4%

6 Discussion

6.1 Explicit Assumptions & Security Statement

To re-iterate, this is a protocol designed to be cryptographically self-
authenticating so that, no matter what an attacker does outside of
TEEs, any deviation leaves a provable inconsistency for the verifier
to check.

That is, we work under the following explicit assumptions:

o The external verifier is not compromised

o The external verifier knows the hashes of expected inputs
Mar, Z)frmv, 7, and expected TEE code) to the system.

e The adversary is not able to forge TEE attestations, except
with negligible probability.

o Based on the properties of TEEs, any deviation in code run
within a TEE will be reflected in the generated attestation
from that TEE.

Given all of these assumptions hold, we posit that this system
prevents a dishonest model provider from lying to a trusted verifier
without detection.

6.2 Out of Scope Threats

This protocol is purely concerned with preventing an attacker from
modifying a distributed training pipeline without detection. We do
not consider threats to confidentiality such as attackers gaining
unauthorized access to datasets or model architecture. In fact, we
assume for strength of our argument that the attacker knows all of
this and can modify it as it pleases.

Despite its similarity, we are not concerned with preventing an
attacker from tampering with the machine learning pipeline. We
simply care whether or not such tampering can be guaranteed to
be detected by an external verifier, and by extension, proving that
a model that displays no such tampering under our protocol is,
in-fact, trustworthy.

Despite previous attacks showing this is possible, we do not
address the possibility of side-channel attacks against TEEs [17, 25].
The reason this is out of scope for this work is because this would
allow adversaries to feasibly forge TEE attestations, which con-
tradicts our assumptions about the adversary model. Additionally,
it is a pointless exercise to design a security protocol with the
assumption that the root of trust will fail.
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6.3 Limitations of Laminator Abstraction

Our work was limited by access to CPUs with enclaves, this led to
the abstraction of simply assuming a hash of inputs was equivalent
to a proper TEE abstraction. This is less of a problem for theoretical
security than it is for realistic performance evaluation.

We approximate the main performance differences between ac-
tual TEE usage and our abstraction are as follows:

¢ No TEE loading: The implementation does not account for
any of the overhead associated with loading tensors into a
TEE.

¢ No additional optimization: The implmentation does not
include any of the optimizations that Intel SGX [19] includes,
instead using simple cryptographic primitives for hashing,
signing, and verifying.

e Only one CPU: The implementation runs on a single CPU
device and simulates multiple CPU nodes as seperate docker
containers. This simultaneously gives the benefit of there
being no network latency between the "CPU"s, and the down-
side of not having parallelism across real CPUs.

6.4 Performance limitations

The chief performance limitation in this work is the lack of using
GPUs. GPUs are commonly known to have significantly greater
performance for matrix multiplication tasks and have been empiri-
cally shown to be orders of magnitude faster than CPUs for these
tasks[6]. This work didn’t use GPUs primarily because previously
existing work for doing TEE-assisted ML proofs of training only
makes use of CPUs, and using GPU TEEs for attesting ML is a
different line of research from attesting distributed ML.

Given these limitations, our performance evaluations focuses
less on the actual time of the proof and more on the comparative
overhead between a system running without attestation versus
with attestation.

6.5 Notable Evaluation Results

In our evaluation we found remote attestation overhead scales
roughly linearly (or affine) with the number of workers.

This linear scaling with the number of workers highlights a
challenge of attesting a distributed framework as opposed to a
single-node framework like Laminator [13]. In Laminator (or any
single-TEE proof of training system), a single check can be done
on input to a TEE, and then a single attestation can be securely
generated after many epochs of training have been securely per-
formed. In contrast, a distributed system must have its inputs and
outputs checked and signed whenever data enters a TEE from the
untrusted network.

As far as we can tell, there is no way to securely attest a dis-
tributed system without having some overhead that scales with the
number of workers, but there are methods to drastically reduce the
overhead of repeated attestation[21]. For instance, RA-TLS merges
SGX remote attestation into the TLS handshake so that enclave
identity is verified once, and all subsequent communication is pro-
tected efficiently using symmetric cryptography—fully amortizing
the cost of attestation. This seems like a promising direction to
avoid repeating heavy cryptographic operations for our protocol.
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6.6 Theoretical O(1) Verification-Time
Framework

An interesting idea came up during discussion of how to implement
efficient distributed attestation. In short, the protocol we came up
with in this work depends on using the property that a remote
verifier can attest to what code was run inside a TEE. In our work,
we use this property to make the verifier responsible for verifying
the coordinator, and the coordinator responsible for verifying the
workers. If at any point the coordinator code changes unexpectedly,
the verifier becomes aware when it receives a payload that was not
generated by the expected code.

In our implementation, the coordinator sends the verifier an
array including all the events that happened in the ML pipeline for
the verifier to check. However, if it’s the case that the verifier can
outsource trust to the coordinator because of the code attestation
property described above, then the verifier does not actually need to
check all the ML pipeline events. That is, the coordinator could be
wholly responsible for checking all of the events were as expected,
and simply send the verification a boolean value of "yes", everything
went well, or "no", something went wrong.

Of course, there is an implicit trade-off here. The verifier might
be interested in knowing more about the pipeline or want to know
exactly what went wrong. In this case, such a protocol would have
to be tuned so the output artifact includes the appropriate amount
of information.

Regardless, the theoretical O(1) verification-time framework
seems reasonable, assuming the verifier and the TEE can be trusted.

7 Future Work

This work resulted in a protocol for attesting data-distributed ML
and a prototype that abstracts away many hardware details. This
leaves much work to be done before this protocol could be applied
to a real-world system. Several such directions of work are outlined
here.

The most important thing that can be done as future work is
adapting the protocol and evaluating with real TEE-enabled CPUs.
Restrictions accessing hardware limited the realism of our evalu-
ation. This system must be tested in a less abstract environment
before further innovations are done.

The second most important step is to figure out how to reduce
or amortize the overhead that comes from repeated attestations
being done per-worker and per-epoch.

This work only addresses proof-of-training attestations for data
parallelism across several CPU nodes. This creates room for many
different extensions.

First, the other attestations described in Laminator [13] could
be implemented and profiled for performance in the distributed
training setting. These include attesting distributional properties
of datasets, evaluating model accuracy/fairness, and attesting a
specified degree of robustness against adversarial examples.

Another direction of work is to implement and profile this system
using GPU nodes as opposed to CPU nodes. GPUs are widely used
for ML due to their comparative speedup with parallel computing.
TEE-enabled GPUs such as Nvidia’s H100 have also been recently
released [1], allowing the use of GPU-accelerated computation
inside of TEEs. Modifying this framework to use GPUs instead

I. Kara, G. Deane, A. Vishnyakov

of CPUs would be a logical performance optimization to bring
verifiable proofs of training closer to adoption with mainstream
ML training.

In this work, only data parallelism was used to support the
proof-of-concept. To the best of our knowledge, neither pipeline
parallelism nor tensor parallelism have been explored [26] when
it comes to proofs of training for machine learning. This is a com-
pelling direction to pursue, considering the increasing use of these
techniques in modern model training.

The Atlas framework [30] focuses on providing end-to-end model
lifecycle transparency, but does not yet support distributed train-
ing across nodes. Our work could be polished, then integrated to
support attestation for data parallel training across multiple nodes
within Atlas.

Attestation of accuracy, bias, robustness, and fairness can be
done by coordinator following the same methodology as Laminator
[13]. Attestation of data distribution can be done by the coordinator
or by splitting the work between workers.

8 Different Author Contributions

Within this work, Artemiy Vishnyakov was responsible for formal-
izing the algorithm. Idil Kara was responsible for setting up and
validating the distributed ML baseline and proof of concept imple-
mentation. Gavin Deane was responsible for the literature review,
designing the structure of the paper, and experimental design.
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